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1 Abstract

This document briefly describes the usage of the PAN profile with the connectBlue Serial Port Adapter products.
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1 Serial Port Adapter - Extended Data Mode
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4 Qverview

The Personal Area Networking (PAN) Profile specifies how two or more Bluetooth devices can form an ad-hoc network or access a
remote network through a network access point. The profile roles, supported by the connectBlue Bluetooth Serial Port Adapter, are
Network Access Point (NAP) and Personal Area Network User (PANU).

The network access point (NAP) acts as a bridge between a Bluetooth network and some other network. For example, a Bluetooth PANU
enabled device can access the internet through a Bluetooth NAP enabled device.
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The personal area network user (PANU) role allows two devices to setup a point-to-point connection for direct communication.
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Since the PAN profile transmits ethernet packets and there is no frame delimiters defined by the ethernet standard, it is not possible to
use the PAN profile in the normal data mode of the Serial Port Adapter. It would not be possible to know where one frame ended and the
next one started. Therefore, the Extended Data Mode (EDM) must be used.

The Extended Data Mode is a simple protocol to enable control of individual Bluetooth connections. Using the Extended Data Mode it is
possible to transmit data to one specific remote device and to know from what remote device data is received. Also, the EDM contains
frame delimiters which is needed to support the PAN profile. See the Serial Port Adapter - Extended Data Mode document for more
information about the Extended Data Mode protocol.

5 PAN Configuration

To configure a connectBlue Bluetooth Serial Port Adapter for PAN the following commands must be considered.

1. Enable Extended Data Mode: First enter AT mode and go back to Extended Data Mode using AT*ADDM=2 instead of AT*ADDM
or AT*ADDM=1 (which enters normal Data Mode). Once Extended Data Mode is enabled, the module will always enter EDM on
power on.

2. For servers (accepting incoming connections), configure the PAN-PANU or PAN-NAP server profile using the AT*ADDSP
command. Use the NAP role if there is another network that can be accessed. Use the PANU role if it is an ad-hoc point-to-point
connection.

3. For clients (setting up outgoing connections) there are two options to setup a connection:

a. Configure the PAN-PANU or PAN-NAP client profile and a remote peer. See AT*ADDCP, AT*ADNRP and
AT*ADWDRP.

b. Setup the connection in AT mode or by sending an AT command in Extended Data Mode. Use the AT*ADCP command
to setup a PAN connection. Please note that both the remote and local role must be specified.

4. For a Bluetooth enabled device (e.g. a local host and Bluetooth Serial Port Adapter) to successfully access the network provided
by a remote NAP device (e.g. a phone), the local host's MAC address must be the same as the Serial Port Adapter’s Bluetooth
address. The host's TCP/IP stack can be configured to use either static assigned IP address or DHCP.

6 EDM Driver

To integrate the PAN connection in the TCP/IP stack an EDM driver must be implemented in the local host.
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The Data Command, to forward ethernet packets from the TCP/IP stack to the SPA, and the Data Event, to forward ethernet packets
from the SPA to the TCP/IP stack, must always be implemented.

Since it is possible to statically configure the SPA to accept incoming connections or to setup a connection to a remote peer, it can be
assumed that the connection is always active. Hence, the Connect Event and Disconnect Event can be discarded. However, if control of
the connection is required, the Connect Event and Disconnect Event should be parsed as well.
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Of course it is also possible to implement support of the AT Request, AT Response and AT Event packets to get full control of the SPA
and its functionality.

See Serial Port Adapter - Extended Data Mode for details.

7 Sample of Internet Access using a Mobile Phone NAP

For testing, a laptop was Bluetooth enabled using the Bluetooth Serial Port Adapter configured as a PAN-PANU client. OpenVPN (virtual
ethernet adapter) was used to install the PAN Serial Port Adapter as an interface to the Windows TCP/IP stack. The OpenVPN is freely

available at http://www.sourceforge.com.
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The implementation of the EDM driver is done as part of the TunTapDemo application which can then be installed as an OpenVPN
interface. See http://www.varsanofiev.com/inside/using_tuntap_under_windows.htm to get started.

7.1 Installation Instructions

. Install OpenVPN’s Tap Virtual Ethernet Adapter

Make sure that .NET 2.0 is installed on the laptop

. Copy / Install the TunTapDemo application on to the laptop

Configure the TunTapDemo application by editing the TunTapDemo.exe.config file

. Configure the Bluetooth Serial Port Adapter to connect to the PAN-NAP enabled device (in this case the mobile phone) using
e.g. the always connected scheme of the remote peer command
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7.2 Running the Demo

1. Connect the connectBlue Serial Port Adapter to the PAN-NAP mobile phone
2. Start the TunTapDemo application
3. Surf the web

7.3 Wireshark Log and Ipconfig of a successful connection with DHCP

Wireshark
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Filter: | ~  Expression.. Clear Apply

Destination

NVET
sony;m =

TRy L for any sources / Join group 224.0.0.251 foi

or
2 1.996475 Broadcast ARP Gratuitous ARP for 169.254.250.104 (Request)
3 2.011981 255. 255, 255,255 DHCP DHCP Discover - Tramsaction ID Oxb832ad
4 2.061162 94 234 39.45 94.234. 39, DHCP pHCP of fer - Transaction ID Oxb832ad
5 2.061480 255.255,255.255 DHCP DHCP Request - Transaction ID Oxb832ad
6 2.124442 94 234 39.45 94.234.39.47 DHCP DHCP. ACK - Transaction ID Oxbs32ad
7 2.145310 Broadcast ARP Gratuitous ARP for 94.234.39.47 (Request)
& 3.008232 Broadcast ARP Gratuitous ARP for 94.234.30.47 (Request)
9 4.008181 EBroadcast ARP Gratuitous ARP for 94.234.39.47 (Request)
10 5.101633 04.224.39.62 NENS Registration NE AR<O0>
11 5.235025 224 224.0.0.22 QP V3 membership Report / Join group 230.255.255.250 for any sources
12 5.400146 234,39, 224.0.0.22 1GMP V3 Membership Report / Join group 224.0.0.251 for any sources
13 5.838048 94.234.39.63 NENS Registration NB AR<00>
14 6.008190 .234.39. 224.0.0.22 1GMP v3 membership Report / Join
15 6.525958 Broadcast ARP who has 94.234.39.457 Tell 84.234.
16 6.526543 sroadcast AR who has 94.234.39.457 Tell 94.234. 39 U
7 6.581201 ARP 94.234.39.45 is at 00:1f:ed:31:8a:b0
18 6. 581264 ARP 94.234.39.45 is at 00:1f:ed:31:8a:b0
19 6. 588004 NENS Registration NB AR<00>
20 7.337964 94.234.39.63 NENS Regwstratmn NE_ AR<00>

= Frame 1 (60 bytes on wire, 60 bytes captured)

Ethernet I1, src: sonyeric_31:8a:b0 (00:1F:ed:31:8a:b0), Dst: Broadcast (FF:iff:ff:ff:Ff:ff)
| Address Resolution Protocol (request/gratuitous ARP)
0000 TT 11 If 1T 1f 1f 00 Lf e 31 8a b0 08 06 00 OL ==
010 08 00 06 04 00 O1 OO ed 31 Ba b0 ad fe fa 68 “h
Uuzu 00 00 00 00 00 00 ad Fe fa 68 00 00 00 00 00 00 ..
0030 00 00 00 00 00 00 00 00 0O 00 00 00

| File: “C:\DOCUME ~1\ANDERS~1.RANV.OCALS~. . [Packets: 35 Displayed: 36 Marked: 0 Dropped: 0

[Profi: Defauit 4

Ipconfig

lect C:\WINDOWS\system32\cmd.exe
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