
Wireless te
hnology bridging nodePer-Henrik PerssonDepartment of Information Te
hnologyLund UniversityAdvisor: Mats CedervallSeptember 28, 2005



Printed in SwedenE-huset, Lund, 2005



Abstra
t
The obje
tive of this master's thesis was to design a prototype of a node 
apa-ble of bridging data between di�erent wireless te
hnologies. The node mustsupport di�erent 
ommuni
ation te
hnologies in
luding IEEE 802.15.4/Zig-Bee, Bluetooth, and WLAN (IEEE 802.11x). Small physi
al size and lowpower 
onsumption was of essen
e. Also, a software interfa
e to utilize the
ommuni
ation hardware was to be de�ned. The work in
luded investigationand 
omparison of di�erent hardware and software 
omponents available onthe market. The result is a hardware prototype, running proof of 
on
eptdemonstration software.
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Chapter 1Introdu
tion
1.1 Proje
t des
riptionAs part of the European Union proje
t RUNES, the Swedish 
ompany 
on-ne
tBlue is responsible for the development of a hardware platform 
apableof bridging data between several wireless te
hnologies. The aim of this mas-ter's thesis was to develop a prototype of this platform and to implementproof-of-
on
ept software, demonstrating wireless data bridging. Also, soft-ware interfa
es to utilize the 
ommuni
ation hardware was to be de�ned.The �nal node developed by 
onne
tBlue will be used as a resear
h anddevelopment platform for the RUNES proje
t.The RUNES proje
t spe
i�es the requirements for the node. Furthermore,some requirements were added by 
onne
tBlue. The wireless te
hnologies tobe supported were Bluetooth, IEEE 802.15.4/ZigBee and WLAN (WirelessLo
al Area Network).The work of this thesis was split into two, parts. The �rst part wasthe hardware design, where di�erent 
omponents were evaluated and thenput together into a �nal design. The se
ond part involved the design andimplementation of the software.1.2 Report outlineChapter 2 des
ribes the wireless te
hnologies used in the proje
t. Chapter 3des
ribes the hardware requirements, the evaluation of the di�erent hardware
omponents and the �nal hardware design. In 
hapter 4 the software require-ments are summarized and the software model and the implementation of the
omponents is des
ribed. Chapter 5 
ontains a summary of the work, theresults and a dis
ussion based on the experien
es gained during the work.In the appendi
es a list of abbreviations, explanations, hardware 
omparison1



2 Introdu
tiontables, hardware s
hemati
s and PCB (Printed Cir
uit Board) layout 
an befound.1.3 Ba
kground1.3.1 LTHThe Lund Institute of Te
hnology [1℄, founded 1961, is the third largest in-stitute of te
hnology in Sweden. LTH forms the Engineering Fa
ulty of LundUniversity, a university with more than 40 000 students.1.3.2 
onne
tBlue
onne
tBlue AB [2℄ is a Swedish 
ompany fo
used on wireless 
ommuni
ationsolutions, primary Bluetooth, for industrial and 
ommer
ial use. The 
om-pany has great knowledge and experien
e in hardware and embedded softwaredesign. 
onne
tBlue o�ers di�erent produ
ts ranging from simple serial 
a-ble repla
ement to 
omplete 
ustom designed wireless produ
ts. Currently
onne
tBlue has 23 employees, all situated in Malm�o.1.3.3 RUNESRUNES [3℄ is a resear
h proje
t within the European Union 6th FrameworkProgramme. It started in late 2004 and will run for 32 months. The proje
tbrings together a 
onsortium of industrial and a
ademi
 partners from Euro-pean 
ountries, Australia and Ameri
a.The obje
tive of the RUNES proje
t is to \enable the 
reation of large-s
ale, widely distributed, heterogeneous networked embedded systems thatinteroperate and adapt to their environments" [4℄.As a part of the RUNES proje
t, three hardware platforms shall be de-veloped. The proje
t spe
i�es the hardware 
apabilities of these platforms,that are to be used as development platforms for the software 
reated in theproje
t. 
onne
tBlue is responsible for developing the middle-
lass hardwareplatform, and to spe
ify and implement software interfa
es to utilize the hard-ware of the platform.1.4 A
knowledgementsI would like to thank everyone who has 
ontributed to this proje
t, espe
iallymy advisor Magnus Johansson and all the 
o-workers at 
onne
tBlue.
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tion 3Mats Cedervall at the Department of Information Te
hnology at LundUniversity for introdu
ing me to 
onne
tBlue and helping me out with theadministrative part of this thesis.
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Chapter 2Wireless te
hnologies
Three wireless 
ommuni
ation te
hnologies are used in this proje
t, namelyBluetooth, ZigBee and WLAN. These standards are designed to provide wire-less 
ommuni
ation in di�erent areas and appli
ations. They di�ers regarding
omplexity, 
ost, hardware requirements and power 
onsumption. A brief in-trodu
tion to the te
hnologies follows below.2.1 BluetoothBluetooth [5℄ is an industrial standard for wireless radio 
ommuni
ations. Thestandard de�nes a way to 
onne
t and ex
hange information between di�erentdevi
es in a PAN (Personal Area Network) using short range radio. The maingoal is to provide an easy way to 
onne
t small ele
troni
 \gadgets" using alow-
ost, se
ure standard [6℄. Today the Bluetooth version 1.2 is the one most
ommonly used, even though the latest version is 2.0+EDR (Enhan
ed DataRate). Probably, all new produ
ts will be supporting version 2.0 in a nearfuture.Bluetooth enables up to eight devi
es to 
ommuni
ate with ea
h other.One of the devi
es always a
ts as master and 
ontrols the 
ommuni
ation withthe other devi
es a
ting as slaves. All data is ex
hanged using point-to-point
ommuni
ation between a master and one or more slaves. This means thatall data is sent through the master.Ea
h devi
e is identi�ed by a unique 48-bit address. A devi
e also has amore user friendly alfanumeri
 name whi
h usually is user 
on�gurable. Evenif this name 
hanges, the unique 48-bit address remains the same.Two devi
es 
an be bound together in a pro
edure 
alled pairing. Whentwo devi
es are paired, data 
an be ex
hanged. To simplify the pairing, adevi
e may perform an inquiry to �nd other devi
es. A devi
e 
an only befound during an inquiry if it is 
on�gured to be \dis
overable".5



6 Wireless te
hnologiesPairs of devi
es 
an establish a trusted relationship. The user mustthen provide one of the devi
es with a passphrase of the other devi
e. Thispassphrase 
ombined with the unique Bluetooth addresses 
an be used to au-thenti
ate one of the paired devi
es to the other. Trusted devi
es may en
ryptthe data they ex
hange.The globally available 2.4 GHz short range radio frequen
y band is usedfor the Bluetooth 
ommuni
ation. Bluetooth uses frequen
y hopping to avoidradio interferen
e with other devi
es using the same frequen
y band. Thehopping me
hanism uses 79 
hannels, ea
h 1 MHz wide, swit
hing 
hannelup to 1600 times per se
ond. By doing so, the sending frequen
y is 
hanged
ontinuously, thus minimizing the risk of 
ollisions with other devi
es sendingon the 2.4 GHz band. The maximum theoreti
al data speed is 723.2 kbit/s.The Bluetooth spe
i�
ation de�nes three di�erent output power 
lasses. Class3 devi
es are rare due to their very limited output power. A Class 2 devi
ehas a pra
ti
al range of approximately 20 meters, and a Class 1 devi
e allows
ommuni
ations up to 100 meters, thus making Bluetooth useful not only inPANs.To ensure 
ompatibility between Bluetooth devi
es, a set of pro�les arede�ned. The pro�les 
an be seen as the three upper layers in the OSI (OpenSystems Inter
onne
tion) 
ommuni
ation model. For example, the Generi
A

ess Pro�le is used to ensure that a devi
e 
an establish 
onne
tions andperform inquiries to dis
over other devi
es. The Serial Port Pro�le is used toprovide a simple serial 
ommuni
ation 
hannel using Bluetooth.The Bluetooth proto
ols are designed to enable low power 
onsumption.The proto
ols implement di�erent power saving modes where the transmittinginterval is in
reased. Still the a
tual power 
onsumption heavily depends onthe appli
ation. Continuously data streaming of 
ourse 
onsumes more powerthan sporadi
 data transfers.Bluetooth version 2.0 supports up to three times higher data transferspeeds through EDR. In version 2.0 improvements regarding power 
onsump-tion and bit error rate are made, still being fully ba
kwards 
ompatible withthe 1.x versions.2.2 IEEE 802.15.4/ZigBeeZigBee [7℄ is a spe
i�
ation of high level 
ommuni
ation proto
ols to be usedwith the IEEE 802.15.4 standard. Typi
al appli
ation areas are PANs andhome and building automation.The ZigBee spe
i�
ation is built upon the IEEE 802.15.4 standard, usingit for the OSI physi
al and MAC (Media A

ess Control) layer [8℄. TheIEEE standard spe
i�es how 
ommuni
ation between two devi
es is done



Wireless te
hnologies 7on a low level, i.e. radio a

ess and frequen
y bands, devi
e addressing,
onne
tion establishing and data ex
hange. Upon this, the ZigBee proto
olspe
i�
ations are added, resulting in a standard for low 
omplex, low 
ost,low power 
onsumption and low data rate devi
es [9℄.Many of the features inherited from the two bottom network layers pro-vided by IEEE 802.15.4 are often seen as a part of the ZigBee proto
ols eventhough they are not. From here on, all properties and spe
i�
ations are re-ferred to as ZigBee even if it is a feature originating from IEEE 802.15.4.ZigBee uses three di�erent radio frequen
y bands at 2.4 GHz, 915 MHzand 868 MHz. Not all of these bands are available in all 
ountries, makingthe 2.4 GHz band the only one globally available. The maximum speed at2.4 GHz is 250 kbit/s. The maximum range is approximately 30-70 meters.There are three types of ZigBee devi
es. All three types are are able to
ommuni
ate with other devi
es and ex
hange data. The �rst type is 
alled a"
oordinator" and is the master in a ZigBee network. In ea
h ZigBee networkthere is exa
tly one 
oordinator, that 
oordinates the other devi
es in thenetwork and stores information about the network stru
ture. The se
ondtype of devi
e is 
alled a "router" and is less 
omplex than the 
oordinator.It is 
apable of a
ting as a router, relaying data from other devi
es. The lastdevi
e is 
alled an "end devi
e" and is just 
apable of talking to the network,with no relay fun
tionality.Sometimes the terms FFD (Full Fun
tion Devi
e) and RFD (Redu
edFun
tion Devi
e) are used to des
ribe ZigBee devi
es. Only an end devi
e
an be an RFD. An FFD requires more powerful hardware than an RFD,thus being more expensive.It is possible to 
reate large ad-ho
 networks, 
onsisting of smaller network
lusters. Be
ause of the relay fun
tionality, a 
oordinator devi
e or a FFD
an pass data from devi
es that are not in range of ea
h other. This resultsin a mesh network. Unfortunately, the ZigBee version 1.0 standards 
an nothandle a failure of a network 
oordinator, thus making the 
oordinator a singlepoint of failure.All devi
es 
an be identi�ed using either a 64-bit unique address, or a16-bit network address. The 16-bit network address is assigned to a devi
e bythe network 
oordinator when 
onne
ting to the network.To minimize power 
onsumption in 
oordinators and routers, the pro-to
ols support bea
oning networks, where all the devi
es transmits bea
onsto indi
ate their presen
e in the network. These bea
ons are used to syn-
hronize all the network devi
es. Devi
es 
an then be put in sleep modebetween the bea
ons and only wake up to listen and send bea
ons at giventimes. Long bea
on intervals lowers the radio duty 
y
le and minimizes thepower 
onsumption of the devi
es. The bea
oning only improves the power
onsumption of the 
oordinators and routers. End devi
es must still wake
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Figure 2.1: A ZigBee devi
e with two endpoint supporting the \HomeControl, Lighting" pro�le and 
lusters. The left endpointin
ludes the mandatory 
lusters, the right some of theoptional ones.up every bea
oning interval and perform some pro
essing. When not usinga bea
oning network, an end devi
e 
an be put into sleep until an externalevent triggers it.It is also possible to 
reate non-bea
oning networks giving the devi
esbetter response times. A devi
e in a non-bea
oning network usually has there
eiver part of the radio enabled, listening for in
oming events.To enable data ex
hange between two devi
es in a standardized way, a
on
ept with appli
ation pro�les is used [10℄. A ZigBee devi
e implements oneor more pro�les, su
h as the \Home Control, Lighting" (HCL) [11℄ pro�le usedto 
ontrol building lighting. Ea
h pro�le spe
i�es mandatory and optional
lusters. A 
luster represents a fun
tion of the pro�le. For example, theHCL pro�le spe
i�es that swit
hing load 
ontrollers (lamp 
ontrollers) hasone input 
luster to turn on and o� the load. Similarly, the swit
h remote
ontrol (lamp swit
h) has one output 
luster representing the status of theswit
h. When a swit
h 
ontrols a lamp, the output 
luster from the swit
h isasso
iated with the input 
luster of the lamp.Clusters 
an be 
ombined into endpoints. An endpoint represents a pro�le,and some or all of the 
lusters spe
i�ed in the pro�le. A ZigBee devi
e 
anhave several endpoints supporting di�erent pro�les and 
lusters, as shown in�gure 2.1.The a
tual data to be ex
hanged between two devi
es 
an be sent usingtwo methods. Either the message (MSG) method using raw, unformattedbytes is used, or the key value pair (KVP) method. A KVP 
onsists of anidenti�er, a data type and a value. The KVP 
an be seen as a variable of ade�ned type holding a value. A ZigBee pro�le spe
i�es the method to be usedwith every 
luster in the pro�le. The HCL pro�le uses KVPs for all 
lusters.



Wireless te
hnologies 9Se
urity is provided in di�erent ways. The IEEE 802.15.4 MAC layersupports a

ess 
ontrol lists, data en
ryption using up to 128-bit symmetri
key en
ryption with authenti
ation and me
hanisms to ensure data integrityand freshness. In addition to this, the ZigBee proto
ols adds me
hanisms totransfer en
ryption keys between devi
es in a network. Exa
tly what se
urityfeatures used is of 
ourse appli
ation spe
i�
, and the tradeo�s must be 
on-sidered. Better se
urity requires higher system pro
essing power, limits thebandwidth and raises the power 
onsumption.2.3 WLANTodayWLAN [12℄ usually refers to the family of IEEE 802.11x standards. De-vi
es that are tested and veri�ed to 
omply with the IEEE 802.11x standardsare often referred to as Wi-Fi (Wireless Fidelity) devi
es.The IEEE 802.11b [13℄ standard uses the globally available unli
ensed2.4 GHz frequen
y band. The data is sent using one of 14 overlapping 22 MHzwide 
hannels. The maximum raw data speed is 11 Mbit/s. Due to proto
oloverhead the pra
ti
al maximum speed is lower.The 
ommon range is in the area of tens of meters. With high gain and/ordire
tional antennas the range 
an be extended to kilometers.The IEEE 802.11g standard uses the same frequen
ies as the b-standardbut due to a di�erent modulation te
hnique the maximum raw data speed israised to 54 Mbit/s, resulting in a pra
ti
al speed of approximately half ofthat.A version of the standard, IEEE 802.11a, using the 5 GHz band is alsoavailable. The main advantage of the higher frequen
y is that it is less usedby other 
ommuni
ation proto
ols, thus resulting in less interferen
e.All three standards are usually operating in a point-to-multipoint 
on�g-uration where the 
entral devi
e is an a

ess point. All data is routed throughthe a

ess point. Other 
on�gurations in
lude point-to-point 
ommuni
ationand ad-ho
 networks, where the devi
es are linked together without using ana

ess point. Devi
es that are in the range of others form a network. By usingbroad
asts that are forwarded by ea
h devi
e, it is possible to ex
hange databetween two devi
es that is out of range.WLAN support di�erent se
urity me
hanisms to ensure se
ure data ex-
hange. Due to se
urity 
aws in the previously used WEP (Wired EquivalentPriva
y) proto
ol, today's WLAN produ
ts uses WPA2 (Wi-Fi Prote
ted A
-
ess) that features authenti
ation and strong en
ryption.



10 Wireless te
hnologies2.4 SummaryBe
ause Bluetooth, ZigBee and WLAN all operate in the same unli
ensed2.4 GHz frequen
y band, they all a�e
t ea
h others performan
e when usedat the same time. Also, a lot of other sour
es 
auses interferen
e, su
h asother 
ommuni
ation proto
ols and mi
rowave ovens. Hen
e all proto
olsusing the 2.4 GHz band must be 
onstru
ted so that they 
an withstandinterferen
e. WLAN and Bluetooth have proved to have good fault toleran
eagainst interferen
e. Re
ent tests indi
ate that ZigBee is less tolerant tointerferen
e in the 2.4 GHz band.This 
hapter is summarized in table 2.1, whi
h shows a 
omparison be-tween the three wireless te
hnologies.Bluetooth ZigBee WLANData rate �720 kbit/s 250 kbit/s 54 Mbit/sRange 20-100 m 30-70 m 10-100 mPower 
onsumption Medium Low MediumCost Medium Low HighTable 2.1: Table 
omparing the three wireless te
hnologies used inthe proje
t.



Chapter 3Hardware design
To end up with a good hardware design, several steps must be taken. Firstthe given requirements must be analyzed to get an idea of what 
omponentsthat are needed, and what the requirements on these are. It is also ne
es-sary to verify that the hardware 
hosen is suÆ
ient to implement the desiredfun
tionality of the software.The evaluation of what 
omponents to be used is an iterative pro
ess.Di�erent 
omponents have di�erent features that 
an only be 
ombined withother 
omponents in 
ertain ways. Therefore, the evaluation of 
omponentsdes
ribed below, were not performed one after the other but iteratively. Whena de
ision regarding a 
omponent was made, the requirements on other 
om-ponents sometimes had to be 
hanged.3.1 RequirementsThe RUNES proje
t spe
i�es the requirements for three di�erent types ofnodes, ranging from a simple node with small hardware resour
es to a nodewith the performan
e of a modern PDA (Personal Digital Assistant). Thenode implemented in this proje
t is the middle 
lass one. As mentionedin the introdu
tion, requirements from RUNES and 
onne
tBlue were to be
onsidered. The RUNES requirements [15℄ 
an be summarized as:� 8-bit to low-end 32-bit mi
ro
ontroller� <20 kbytes RAM� <500 kbytes program memory� Small physi
al size, approximately the size of a mat
h box� Low power 
onsumption, possible to run on battery power� IEEE 802.15.4 (and if possible ZigBee) radio interfa
e11



12 Hardware design� Minimal real-time operating system� A few general purpose digital I/O lines� A few analog I/O 
hannels� Total node 
ost of approximately 30 Euros, in
luding IEEE 802.15.4radio� Software development 
an be done using free available toolsAdded to this list were 
onne
tBlue's requirements:� 16-bit to 32-bit mi
ro
ontroller� Bluetooth radio interfa
e� WLAN radio interfa
e� Only one of the radio interfa
es mounted at the same time� Fast wake-up time from low power modeWhen investigating the hardware requirements to enable the use of Blue-tooth and WLAN, it was 
lear that the absolute low limit of RAM (Ran-dom A

ess Memory) is 32 kbytes. The WLAN option also needs about120 kbytes for stati
 �rmware data whi
h sets the program memory low limitto 256 kbytes.The low power 
onsumption requirement is somewhat unde�ned. Ideallyit would be possible to run the node for weeks on three to four AA batteries.The only way to do this is to put the node in some kind of sleep mode mostof the time, only waking it up on spe
i�ed intervals or on in
oming 
ommu-ni
ation events. Some mi
ro
ontrollers have a built-in PLL (Phase-Lo
kedLoop) that is used to generate a system 
lo
k of variable speed. Running ami
ro
ontroller at a lower speed redu
es the power 
onsumption.When 
hoosing peripheral 
omponents, su
h as the IEEE 802.15.4 radio,available power saving modes of the 
omponents were investigated.When running the node as a 
ommuni
ation gateway, low power 
onsump-tion is somewhat unrealisti
 due to the sheer fa
t that transmitting data overradio requires a lot of power. Minimizing radio transmitting lowers the totalpower 
onsumption.The fast wake-up requirement is not just hardware dependent, but 
analso be optimized in software using 
lever power save s
hemes. One problem
omparing di�erent mi
ro
ontrollers regarding wake-up time is that it is notalways presented in the datasheets in a usable way.When looking at the di�erent peripherals that should be 
onne
ted tothe mi
ro
ontroller it was 
lear that the WLAN module requires one SPI



Hardware design 13(Serial Peripherals Interfa
e) 
hannel and the Bluetooth module requires oneUART (Universal Asyn
hronous Re
eiver Transmitter) for serial 
ommuni
a-tion. Furthermore, the best option to 
onne
t the ZigBee radio interfa
e tothe mi
ro
ontroller was using serial 
ommuni
ation (see se
tion 3.3.2). Themi
ro
ontroller interfa
es needed 
an be summarized as: one UART and oneSPI 
hannel when 
on�gured for WLAN, and two UARTs when 
on�guredfor Bluetooth.For the node to be able to a
t as a sensor/a
tuator, a few digital inputand output lines were needed, together with a few analog inputs and outputs.The number of analog inputs and outputs are not spe
i�ed. With two inputsand one output, two analog sensors and one analog a
tuator 
an be used. Alsodigital input and output lines are needed to 
ontrol the ZigBee, Bluetooth andWLAN radio interfa
es. The ZigBee radio interfa
e requires one output pin,the Bluetooth interfa
e one output pin and the WLAN interfa
e one outputand one input with hardware interrupt 
apabilities.The best way to minimize the total 
ost and the physi
al size of thenode, was to minimize the amount of hardware 
omponents. Ideally onemi
ro
ontroller would �t all the requirements eliminating the need for externalUARTs and analog 
onverters.3.2 Development toolsThe only development tools needed during the hardware design were CAD(Computer Aided Design) software for s
hemati
 drawing. For this, Caden
eOrCAD Capture was used be
ause this is the s
hemati
 drawing software usedat 
onne
tBlue.3.3 Hardware 
omponents3.3.1 Mi
ro
ontrollerAlthough there are many di�erent CPU (Central Pro
essing Unit) ar
hite
-tures used in mi
ro
ontrollers, mainly 
ontrollers based on the ARM (A
ornRISC Ma
hine) ar
hite
ture were 
hosen. This be
ause 
onne
tBlue has goodexperien
e and knowledge in the ARM ar
hite
ture, and ARM developmenttools are available at the 
ompany. The ARM ar
hite
ture is supported by freedevelopment tools su
h as the GNU tool
hain [17℄ and the newlib C libraryimplementation [18℄.Taking all hardware requirements in 
onsideration, mi
ro
ontrollers frommany of the large semi
ondu
tor 
ompanies were 
hosen for further 
ompar-ison. Many 
ompanies have at least one 
ontroller that more or less �ts the



14 Hardware designrequirements. The 
ontrollers are 
ommented below, for further details seeappendix B.1.Philips LPC2136 [19℄ features enough RAM and programmemory to ful�llthe requirements. The 
ontroller is based on the ARM7 ar
hite
ture. Ithas enough UARTs and SPI interfa
es, sixteen 10-bit A/D 
onverters,one 10-bit D/A 
onverter and a real-time 
lo
k. The power 
onsump-tion is at an average level.Philips LPC2106 [20℄ is an older generation ARM7 based mi
ro
ontroller,somewhat superseded by the LPC2136. The program memory is toosmall and the 
ontroller la
ks analog inputs and outputs.Texas Instruments MSP430F1611 [21℄ is the top-of-the-line model inTexas Instruments 16-bit low power mi
ro
ontroller series. The 
on-troller seems very versatile a

epting a supply voltage ranging from 1.8to 3.6 V. The power 
onsumption is outstanding low and the wake-uptime from sleep is really low. Unfortunately the RAM and programmemory is too small.Atmel AT91SAM7S256 [22℄ seems like a good performer featuring anARM7 
ore and fast SPI. It has two integrated UARTs and also eight16-bit A/D 
onverters, though it is la
king a D/A 
onverter. It hasa DMA (Dire
t Memory A

ess) 
ontroller that 
an be used to speedup memory operations. The power 
onsumption is below average. Theintegrated USB (Universal Serial Bus) 
ontroller adds 
ost and the large64 kbytes RAM is out of the RUNES requirements.Atmel AT91SAM7A3 [23℄ is another 
ontroller from Atmel's ARM7 mi-
ro
ontroller series. It la
ks a D/A 
onverter and has unne
essary inte-grated I/O interfa
es su
h as USB and CAN (Controller Area Network)
ontrollers.ADuC7020 [24℄ is the 
ontroller from Analog Devi
es that best �ts therequirements. The 
ontroller is based on the ARM7 ar
hite
ture andfeatures a lot of analog inputs and outputs. Unfortunately it only hasone UART and the RAM and program memory is too small.ST Mi
roele
troni
s STR711FR2T6 [25℄ is very similar to theAT91SAM7S256 and therefore has the same drawba
ks, su
h as thela
k of a D/A 
onverter and a too large RAM.Frees
ale MCF5212 [26℄ is based on the 32-bit ColdFire V2 ar
hite
ture.It seems to be a very powerful 
ontroller, yet not 
onsuming too mu
hpower. It has enough number of UARTs, one SPI 
hannel and a DMA
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ontroller, only la
king a D/A 
onverter. The big drawba
k is thesomewhat unusual ar
hite
ture.The 
on
lusion of the mi
ro
ontroller evaluation was that the only one�tting all the requirements was the Philips LPC2136, so this was 
hosen as themain mi
ro
ontroller for the node. Later during the hardware design phase, itwas suggested by 
onne
tBlue to a
tually use the LPC2138 in the node. Theonly thing di�ering between the 
ontrollers are the programmemory size. TheLPC2138 has 512 kbytes of program memory. The reason for the 
hange wasto make the node more versatile as a development platform in the RUNESresear
h.3.3.2 IEEE 802.15.4/ZigBeeAs stated in the RUNES requirements, the node must be able to 
ommuni-
ate using the IEEE 802.15.4 proto
ol. To make the node more interestingfrom 
onne
tBlue's perspe
tive, 
ommuni
ation using ZigBee must also besupported.All available IEEE 802.15.4/ZigBee solutions are based on two parts, theradio hardware and a software 
ommuni
ation sta
k. The software sta
k issupposed to run in a separate mi
ro
ontroller, not in the radio 
hip. Ideallythe sta
k would run in the main mi
ro
ontroller. Unfortunately this was notas easy as expe
ted due to di�erent reasons explained below.There are two sta
k solutions available, the Z-Sta
k [27℄ from Figure 8 andthe EmberZNet [28℄ from Ember. Both sta
ks implement the upper layers inthe OSI model. The physi
al and link layers are implemented in hardwarein the radio 
hipsets. If no sta
k is used, it is still possible to support IEEE802.15.4 
ommuni
ation. The two sta
ks 
an be 
ombined with the availableradio hardware 
hipsets available as follows.The �rst radio 
hipset is the Frees
ale MC13192 [29℄, whi
h 
an be usedwith the Z-Sta
k. Unfortunately, due to li
ense reasons it seems, this 
om-bination 
an only be used with a Frees
ale mi
ro
ontroller, and therefore isunusable in the non-Frees
ale based node.The se
ond radio 
hipset is the Chip
on CC2420 [30℄ whi
h also 
an beused with the Z-Sta
k. This 
ombination is bundled with Z-Sta
k port forAtmel 8-bit mi
ro
ontrollers.The last 
hipset is the Ember EM2420 [31℄ whi
h is 
ombined with theEmberZNet sta
k. The 
hipset is a
tually a re-branded CC2420. The sta
kis ported to 8-bit Atmel mi
ro
ontrollers and the Texas Instrument MSP430series, but no ARM7 port is available.The la
k of sta
k ports for the ARM7 ar
hite
ture was a problem. This
ould be solved either by porting the a sta
k to the ARM7 ar
hite
ture or
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ro
ontroller to run the sta
k. None of the radio
hipsets are bundled with the full sour
e 
ode for the sta
k, thus making asta
k port impossible. Hen
e a separate 8-bit mi
ro
ontroller to run the sta
kwas required.Frees
ale, Chip
on and Ember are planning a new generation of radio
hipsets with a small integrated mi
ro
ontroller that 
an be used to run theZigBee sta
k. Su
h solution would be better, but the release of these 
hipsetsare not s
heduled within the time limit of this proje
t. Both Chip
on andEmber are 
laiming that their next generation 
hipsets will be able to run thesame 
ode as their 
urrent solution with the separate 8-bit mi
ro
ontroller,thus making these future proof solutions. For this proje
t the Chip
on solu-tion was 
hosen, based on the future proof solution and previous good expe-rien
es of Chip
on at 
onne
tBlue.The CC2420 development kits and appli
ation notes from Chip
on areusing the Atmel ATmega128 [32℄ 8-bit mi
ro
ontroller to run the sta
k, soit seemed reasonable to use this in the node. The 
ontroller has 4 kbytes ofRAM, 128 kbytes program memory and a lot of integrated I/O interfa
es. It issupported by the GNU tool
hain and avr-lib
 C library implementation [33℄.It 
an be run at a maximum speed of 8 MHz. These resour
es are 
laimedto be enough to run the full Z-Sta
k and user appli
ations. The user appli-
ation in this 
ase is an interfa
e between the ZigBee sta
k and the UARTto whi
h the mi
ro
ontroller is 
onne
ted to the main mi
ro
ontroller. Thisuser appli
ation was to be written as a part of this proje
t.3.3.3 BluetoothOne of the main prerequisites for this proje
t was that 
onne
tBlue's Blue-tooth and WLAN modules were used in the node. Be
ause of this, no realevaluation or 
omparison was needed.The Bluetooth modules from 
onne
tBlue are available in several di�erent
on�gurations. All the modules provide the same basi
 fun
tionality. Themodules are hooked up to the mi
ro
ontroller using a UART providing aserial 
ommuni
ation link. The module a
ts as a Bluetooth serial adapter,a Bluetooth pro�le providing serial 
able repla
ement. Using AT 
ommandsthe module 
an be 
on�gured to 
onne
t to other serial adapters. Data 
anthen be ex
hanged over the link, just as if the peers were 
onne
ted using aRS232 serial 
able. The more feature-ri
h modules 
an be used to establishseveral simultaneous data links to di�erent serial port adapters. These 
analso be 
on�gured to support dire
t 
ontrol of the lower layers of the Bluetoothproto
ol, through the use of a serial 
ontrol proto
ol.The most basi
 module was used in the node, namely 
onne
tBlue's thirdgeneration Bluetooth module OEMSPA311i-04 with internal antenna [34℄.



Hardware design 17Using that module it will be possible to establish a serial data link to othernodes or Bluetooth serial adapters. This link 
an then be used to ex
hangeraw data.3.3.4 WLANCompared to the Bluetooth module, the WLAN module requires more fromthe software. It is 
onne
ted to the mi
ro
ontroller using SPI. Every timethe module is powered up, the �rmware for the WLAN 
hipset on the modulemust be fed to the module.The module also requires a software driver library to be run in the mainmi
ro
ontroller. This library then provides the interfa
e between the WLANmodule and the IP (Internet Proto
ol) sta
k run in the main mi
ro
ontroller.The WLAN module used was 
onne
tBlue's �rst generation WLAN mod-ule OEMWLAN211bi-04. The module supports IEEE 802.11b/g but is notyet 
ommer
ially available, and only preliminary spe
i�
ations exists [35℄.3.4 S
hemati
The four main hardware 
omponents have now been presented and evalu-ated. The hardware design is built upon the main mi
ro
ontroller, the IEEE802.15.4/ZigBee radio, the WLAN and the Bluetooth modules. These arewrapped together into the �nal hardware design. Some glue logi
 and helper
ir
uits were also needed to get everything to work as desired. A blo
k dia-gram of the design is shown in �gure 3.1.First, several 
onne
tors were added. The 
onne
tors are used to supplypower to the node, mi
ro
ontroller program memory programming, mi
ro-
ontroller debugging, 
onne
ting the Bluetooth and WLAN modules and toa

ess to the general purpose inputs and outputs. All 
onne
tors ex
ept theBluetooth/WLAN 
onne
tor are simple pin headers be
ause these are 
om-mon, 
heap and limited in size. The Bluetooth/WLAN 
onne
tor that is usedis a 40 pin 
onne
tor to whi
h a 
onne
tBlue module 
an be mounted withs
rews.The pinout used for the program memory programming 
onne
tors of thetwo mi
ro
ontrollers is more or less standardized. It is possible to programthe 
ash memory of the two mi
ro
ontrollers using di�erent serial proto
ols.The Philips 
ontroller has an integrated bootloader that 
an be used to pro-gram the 
ash memory using one of the integrated UARTs. Only a signallevel 
onverter to 
onvert between RS232 and logi
al levels was needed. This
onverter is lo
ated on a separate programmer PCB that 
an be 
onne
tedto a PC serial port and to one of the previously mentioned 
onne
tors on the
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Figure 3.1: Blo
k diagram showing the hardware design.node. By not integrating the 
onverter in the node, the physi
al size 
an bekept down. The pinout for the 
onne
tor were taken from [36℄.The 8-bit Atmel 
ontroller used to run the ZigBee sta
k is programmedusing a serial proto
ol similar to SPI. The programmer that was used is very
ommon and 
an be built for a few Euros. The programming signals are alsorouted to the main mi
ro
ontroller. By doing so, it is possible to programthe 
ash memory in the Atmel 
ontroller using spe
ial written software inthe main mi
ro
ontroller. No programmer for the Atmel 
ontroller is thenneeded.In the power supply 
onne
tor two extra pins were added whi
h 
an beused to power the real-time 
lo
k in the main mi
ro
ontroller from a separatebattery. This makes it possible to dis
onne
t main power and still keep tra
kof time.The JTAG (Joint Test A
tion Group) 
onne
tor used to a

ess the debug-ging port on the main mi
ro
ontroller, uses a standardized pinout 
ommon inmost hardware designs. By doing so, any JTAG debugger 
an be 
onne
tedto the node.The main power to the node is regulated by an on-board voltage regulator.The regulator ensures that the di�erent 
omponents in the node have a stable3.3 VDC supply voltage. Also two thermal fuses and a transient voltageprote
tion are used, working as a polarization, over-
urrent and over-voltageprote
tion. The minimum input voltage to the voltage regulator is 3.8 Vwhi
h makes it possible to power the node by four 1.2 V AA re
hargeablebatteries.
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ate the status of the Bluetooth or WLAN module, an RGB LED(Red-Green-Blue Light-Emitting Diode) was added. The LED needs a supplyvoltage greater than the 3.3V regulated supply, and is thus 
onne
ted dire
tlyto the input voltage. The LED is 
urrent 
ontrolled to get an even lightemission independent of input voltage.The design of the balun 
onne
ted to the CC2420 radio 
hip was takenfrom the datasheet. The antenna output was then 
onne
ted to a surfa
emounted 2.4 GHz antenna through an impedan
e mat
hing network.The reset signals of the two 
ontrollers are 
onne
ted in a way that makesit possible to keep one of the 
ontrollers in a reset state during the program-ming of the other one. This is ne
essary be
ause some of the signals betweenthe 
ontrollers are also used for the serial programming, and would otherwiseresult in the programming signals being 
orrupt.The node prototype PCB has four-layers to ensure simple and eÆ
ientsignal routing. The PCB layout was made by an external CAD 
ompany. Allthe 
omponents are surfa
e mounted, ex
ept for the pin header 
onne
tors.Most of the 
omponents 
hosen, su
h as resistors, 
apa
itors, 
rystal os
il-lators, the antenna and the voltage regulator, are 
omponents that is 
ommonin 
onne
tBlues own hardware designs.
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Chapter 4Software design
The software design involved several steps. First an analysis of the fun
tionalrequirements for the software design was performed. Based on this, a basi
blo
k based model was made, des
ribing the di�erent software 
omponentsand how they are related to ea
h other.These blo
ks were then further split into pie
es to determine a detailedmodel of how they are supposed to work. When this was done, all the blo
kswere implemented and then integrated with ea
h other. During the imple-mentation, ne
essary testing was performed.4.1 RequirementsThe main fun
tionality of the node is to provide a data bridge between Blue-tooth/WLAN and ZigBee proto
ols. Exa
tly how this 
an be done is dis
ussedin se
tion 4.2.The RUNES requirements states that a minimal RTOS (Real Time Oper-ating System) supporting interrupts, threads and basi
 messaging and s
hedul-ing should be used. Software written 
an then take advantage of the OS fun
-tionality in the RTOS, su
h as threaded exe
ution and ex
hanging messagesbetween pro
esses.The 
ommuni
ation with the ZigBee mi
ro
ontroller and the Bluetoothmodule requires serial 
ommuni
ation using the UART hardware in the mainmi
ro
ontroller. Therefore, a driver to interfa
e the hardware in a useful waywas ne
essary.To interfa
e the WLAN hardware, the SPI port of the main mi
ro
on-troller must be used. Be
ause the WLAN part of the proje
t is low prioritized,no time was spent on designing and implementing this driver.Furthermore, the software for the ZigBee mi
ro
ontroller needed to beimplemented. The idea was to minimize the need to write software for this
ontroller, instead using available appli
ation examples.21



22 Software designAll this should, as part of proje
t, be 
ombined into a proof-of-
on
eptdemonstration appli
ation, showing how data 
an be ex
hanged using the dif-ferent supported wireless te
hnologies. A good way to demonstrate a workingZigBee network is to set up a number of devi
es running the ZigBee HCL pro-�le a
ting as swit
hing load 
ontrollers (lamps) and swit
h remote 
ontrols(swit
hes).4.2 BridgingAs an extension of the ZigBee standards, work is being done on how to bridgedata between the IP proto
ol and the ZigBee proto
ol. That work aims to
reate a generi
 way to route data from an IP network to ZigBee devi
esusing a gateway. Unfortunately this work is far from �nished and 
an atbest be used as inspiration. Based on this work and own ideas, two bridgingte
hniques were 
onsidered. They are des
ribe below.One way to perform the bridging is to implement a 
ustom designed pro-to
ol for sending and re
eiving 
ommands to the node. This works as follows.The bridging node listens to in
oming requests on a spe
i�ed TCP (Trans-port Control Proto
ol) port. When an in
oming request arrives, it is pro
essedand eventually an answer is generated and sent ba
k to the IP host. The ex-a
t design of the proto
ol to use is not obvious. One way is to use a proto
olsimilar to the serial debug proto
ol used in 
ongestion with the ZigBee sta
k(see se
tion 4.4.5).A few other things must also be taken in 
onsideration, su
h as how tohandle non-instant reply data from the bridging node. For example, a requestfrom an IP host results in a data message being sent to the ZigBee network.The bridging node expe
ts an answer to that message, but the answer neverarrives due to network problems. Then some kind of timeout message must begenerate and sent ba
k to the IP host instead of the requested message replyfrom the ZigBee network. During this operation, the TCP 
onne
tion betweenthe IP host and the node must be kept open. This 
an be implemented as a\session". The IP host 
onne
ts to the bridging node and a session is 
reated.This session is then a
tive until either the IP host or the node requests it tobe 
losed. This is depi
ted in �gure 4.1.This method, using a 
ustom designed proto
ol, is probably the most ver-satile and generi
 one. It 
an be implemented in a 
lever way, supportingexa
tly the features needed. Unfortunately this method requires the IP hostsand the bridging node to have a 
omplete interfa
e for sending and re
eiv-ing 
ommands using the 
ustom designed proto
ol. Things like IP networkproblems must also be handled by the proto
ol.Another approa
h is to let the the bridging node be aware of what data
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Figure 4.1: Bridging between an IP host and ZigBee devi
es usingsessions and a 
ustom designed proto
ol.it sends and gets from the ZigBee network. IP hosts send data to the node,whi
h translates it to appropriate ZigBee data pa
kets and sends them to theZigBee network. If an IP host wants to read data from a ZigBee devi
e, arequest to the bridging node is done. The node then requests and a
quiresthe data from the ZigBee network and saves this data lo
ally. The IP hostthen fet
hes the data from the bridging node.One way to implement this is to let the bridging node a
t as a web server,and use a web browser to intera
t with the node. The web server implementsCGI (Common Gateway Interfa
e) fun
tionality to generate dynami
 webpages. By a

essing di�erent �les on the web server, the IP host 
an get andset data on ZigBee devi
es. For example, one �le returns a list of availabledevi
es in the ZigBee network, and another 
an be used to send spe
i�
 datato a spe
i�
 ZigBee devi
e. This is shown in �gure 4.2.This method o�ers less 
exibility. The web server running on the bridgingnode must parse in
oming web requests and translate them to appropriateZigBee pa
kets. For ea
h type of 
ommand that is supported, some kind oftranslation must be implemented.
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ause of the way the HTTP (HyperText Transfer Proto
ol) pro-to
ol is working, there is no easy way to push data from a web server to anIP host. If an IP host requests data from a ZigBee devi
e, and the a
tualrequest of data from the ZigBee devi
e is not instant, there is no good wayto notify the IP host when the requested data is available. The IP host mustpoll the web server to know this.One of the large bene�ts using this web server approa
h is that the IPhost does not need to be aware of the ZigBee proto
ol at all. By only using aweb browser, it is possible to fully intera
t with ZigBee devi
es as long as allthe requested fun
tionality is implemented in the web server.
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Figure 4.2: Bridging between an IP host and ZigBee devi
es using aweb interfa
e.The two methods suggested above only works when bridging between Zig-Bee and IP based networks. An easy way to provide the same fun
tionalityusing Bluetooth is to use a Bluetooth serial 
ommuni
ation 
hannel to ex-
hange IP data using PPP (Point to Point Proto
ol). This requires the two
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ommuni
ate using IP over PPP. In one end of the Blue-tooth serial link is the bridging node, in the other a networked host able tobridge between IP and PPP.The easiest way to a
hieve this is to use a PC running Linux. Linux hasbuilt-in support for IP networking and PPP. The bridging node 
onne
ts tothe Linux host using PPP over a Bluetooth serial link. The Linux PC a
ts asa bridge between the IP network it is 
onne
ted to, and the bridging node.Considering the limited time available to study and fully understand theZigBee hardware and software, the bridging method using HTTP seemed themost feasible. As des
ribed in the hardware se
tion, the ZigBee sta
k wasbe run in an Atmel 8-bit mi
ro
ontroller. By 
hoosing the HTTP method,the proto
ol used between the Atmel mi
ro
ontroller and the main mi
ro
on-troller 
ould be kept simple, supporting only a few ZigBee operations su
h asquerying available devi
es for their addresses and what pro�les they support.This de
reased the time needed to be spent on developing software for theAtmel mi
ro
ontroller.4.3 Development toolsTo implement and test the software, two development kits were used. For themain mi
ro
ontroller software, the IAR Ki
kStart Kit for Philips LPC2138 [37℄was used. The kit 
ontains a lab board featuring a Philips LPC2138 mi
ro-
ontroller, two serial ports routed to the UARTs of the mi
ro
ontroller andsome peripheral 
onne
tors. The program memory of the mi
ro
ontroller 
anbe programmed using either the JTAG debug 
onne
tor or one of the serialports. During the development, the serial port was used.In the hardware design, the two UARTs of the mi
ro
ontroller are usedto 
onne
t it to the Bluetooth module and the ZigBee mi
ro
ontroller. The
onne
tion to the Bluetooth module requires hardware 
ow 
ontrol, whi
hnone of the serial ports on the lab board supported. Thus the board had tobe modi�ed to support this. The modi�
ation was a simple matter of addinganother RS232 line driver for the extra signals needed for the 
ow 
ontrol.Software development was done using the GNU tool
hain run in Cyg-win [38℄ under Mi
rosoft Windows 2000. The newlib version used was slightlymodi�ed by 
onne
tBlue to handle target spe
i�
 things su
h as standardinput and output.Real-time debugging was done using a Lauterba
h JTAG Debugger [39℄in 
ombination with the Lauterba
h TRACE32 debugging environment. Thiswas 
onne
ted to the mi
ro
ontroller using the JTAG debug 
onne
tor. When
onne
ted, it enables real-time debugging of the 
ode exe
uting in the mi
ro-
ontroller. All standard debugging features are supported, su
h as break-
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Figure 4.3: Blo
k diagram showing the software design.points, line by line 
ode stepping and writing and reading to and from thedi�erent memories and I/O ports of the mi
ro
ontroller.For ZigBee development, the Chip
on CC2420 ZigBee DK DevelopmentKit [40℄ was used. The kit 
ontains �ve lab boards, a ZigBee radio sni�erboard, the Figure 8 Z-Sta
k and tools for developing software for the mi-
ro
ontroller on the lab boards. The lab boards 
onsist of the same 8-bitmi
ro
ontroller and radio 
hipset used in this proje
t's hardware design. Theboards feature a serial port that 
an be used to 
onne
t them dire
tly to aPC or, as in this 
ase, to the main mi
ro
ontroller lab board.The ZigBee development kit uses WinAVR [41℄, a 
olle
tion of open sour
esoftware development tools for the Atmel AVR mi
ro
ontrollers run on theWindows platform. WinAVR in
ludes GNU avr-g

 [42℄ and the avr-lib
library. Real-time debugging was done using Atmel AVR Studio 4 [43℄. AVRStudio is a 
omplete IDE (Integrated Development Environment) for softwaredevelopment for the AVR mi
ro
ontrollers.4.4 Component designThe blo
k model des
ribing the suggested software is shown in �gure 4.3.The model 
an be divided into three main blo
ks; The Bluetooth blo
k, theWLAN blo
k and the ZigBee blo
k.The Bluetooth and WLAN blo
ks 
onsist of drivers for Bluetooth andWLAN respe
tively. The driver provides the ne
essary interfa
e between the
ommuni
ations hardware and the IP sta
k. If Bluetooth is used, a UARTdriver is ne
essary together with a PPP interpreter that enables PPP 
om-muni
ation over the serial Bluetooth link. If WLAN is used, an SPI driverand a driver for the WLAN module is needed.The Bluetooth blo
k depi
ted, uses the Bluetooth link as a serial 
able
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ement. The Bluetooth link 
ould instead be repla
ed with a 
able. Abetter way to do this, is for example to use the PAN Bluetooth pro�le forthe IP 
ommuni
ation. The PPP interpreter would then be repla
ed by aBluetooth interfa
e whi
h 
ontrols the Bluetooth module by a

essing thelower layers of the Bluetooth proto
ols (see se
tion 5.2.1).An IP sta
k is plugged into either the Bluetooth or the WLAN driver de-pending on what module used. The IP sta
k enables 
ommuni
ation using theTCP/IP proto
ol. For ea
h appli
ation spe
i�
 proto
ol en
apsulated in theTCP/IP proto
ol, a support appli
ation must be written that implements theproto
ol used. For example, to use the HTTP proto
ol, the supporting appli-
ation a
ting as a web server must be written. Its purpose is to interpret andgenerate valid HTTP proto
ol pa
kets. These pa
kets are then en
apsulatedin TCP pa
kets.Similar to the Bluetooth/WLAN drivers, a driver to interfa
e the ZigBeehardware is ne
essary. A UART driver enables serial 
ommuni
ation with theZigBee mi
ro
ontroller. The ZigBee sta
k running in the ZigBee mi
ro
on-troller is 
ontrolled by sending 
ommands over the serial link. The 
ontrolproto
ol to use was not spe
i�ed, and needed to be de�ned and implemented.The bridging fun
tionality is provided by the web server appli
ation whi
h
ommuni
ates with the ZigBee sta
k via the ZigBee interfa
e in the mainmi
ro
ontroller.The software run in the ZigBee mi
ro
ontroller is not shown in the �gure.This software is des
ribed in se
tion 4.4.8.The di�erent blo
ks des
ribed are implemented as several separate tasksrunning in parallel. The RTOS is responsible for s
heduling and exe
ution ofthese tasks, as well as passing messages between them. Before the di�erentblo
ks are des
ribed more in deep, the 
hoi
e of what RTOS to use will bedes
ribed.4.4.1 Real-time operating systemThere are a lots of RTOSes available on the market, ranging from 
omplex
ommer
ial ones to tiny open sour
e variants. A few di�erent RTOSes were
ompared to �nd the one best �tting the requirements. Be
ause of the a
a-demi
 nature of the RUNES proje
t, a free RTOS with sour
e 
ode availablewas preferred. The di�erent RTOSes are 
ommented below.eCos is a royalty-free, open sour
e RTOS that �ts the requirements. Aworking port for the ARM7 ar
hite
ture is available [44℄.uC/OS-II is a small RTOS provided by Mi
rium. It �ts the requirementsand a port for the LPC2136 
ontroller is available. It is only free for
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ommer
ial, edu
ational use, thus making it less interesting to usein the node [45℄.XMK is an open sour
e RTOS designed to run on small mi
ro
ontrollers.Be
ause of this, the RTOS is a bit too simple for this appli
ation [46℄.Contiki is a small operating system designed spe
i�
ally for small resour
e
onstrained mi
ro
ontrollers. This is too minimalisti
 for the appli
a-tion [47℄.FreeRTOS is an open sour
e, free to use RTOS that �ts the OS require-ments. The do
umentation is straight forward and a port for the Philips
ontroller and lots of demos are available [48℄.There are several more free RTOSes available on the Internet. The oneslisted above were the most interesting ones. eCos and FreeRTOS seems verysimilar regarding fun
tionality and do
umentation.For eCos, there are a lot of third-party 
omponents available, providinguseful extra fun
tionality. FreeRTOS la
ks these third-party 
omponents,only providing basi
 RTOS fun
tionality. However, FreeRTOS seems to bethe more minimalisti
 of the two, therefore the one best �tting the RUNESrequirement for a minimal RTOS.The FreeRTOS sour
e 
ode in
ludes ports for di�erent CPU ar
hite
turesand 
ompilers. This in
ludes a port for the ARM7 ar
hite
ture that 
an be
ompiled using the GNU tool
hain.Appli
ations 
an be written dire
tly for FreeRTOS, using the basi
 operat-ing system API (Appli
ation Programming Interfa
e) provided by FreeRTOS.The drawba
k is that all appli
ations then written only works on FreeRTOS.One way to get better portability is to write the appli
ations for a virtualoperating system. A virtual OS 
an be des
ribed as a middle layer betweenan appli
ation and an OS. The virtual OS provides the same basi
 OS API asa real OS. The API 
alls from the appli
ation are translated by the virtual OSto API 
alls supported by the underlying OS. By doing this, only the virtualOS needs to be ported when the underlying OS is 
hanged. All appli
ationswritten 
an be reused without modi�
ations.
onne
tBlue has its own virtual OS that is ported to several di�erentOSes, in
luding the FreeRTOS ARM7 port. There was no good reason notto use the 
ompanys virtual OS and FreeRTOS port when implementing thisproje
t's software. By doing this, it is easy to reuse the 
ode within the
ompany. The API of 
onne
tBlue's virtual OS is very similar to the APIprovided by FreeRTOS, making it easy to modify the proje
t's software tonative FreeRTOS appli
ations if ne
essary.The most re
ent version of FreeRTOS is 3.2.1, but 
onne
tBlue's virtualOS port is for version 2.5.3. When 
omparing this version with the latest
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es found were API modi�
ations that does nota�e
t the fun
tionality. Therefore, no time was spent on modifying the virtualOS to use the latest version of FreeRTOS.The behavior of FreeRTOS 
an be 
on�gured in several ways. Things likeoverall behavior, memory management and sta
k sizes 
an be 
ontrolled. Thedefault settings were used ex
ept for memory management, whi
h was 
on-�gured to use the standard memory allo
ation fun
tions provided by newlib.The sta
k sizes were �rst set to be large. The sizes were then trimmed downwhen the test appli
ations were running. By monitoring the writes to thedi�erent sta
ks, it was possible to set the size just above what is ne
essary.4.4.2 UART driverThe virtual OS API provides a software interfa
e to utilize the UART inde-pendent of what underlying OS and hardware the virtual OS is running on.Be
ause the UART is a hardware 
omponent, a driver needed to be writtento support the spe
i�
 UART hardware in the mi
ro
ontroller used. Exa
tlyhow this driver should work 
ould be derived from the di�erent UART driversalready implemented for other virtual OS ports.The general fun
tionality of the driver is to provide an easy way to sendand re
eive data over a serial link. The virtual OS API spe
i�es a numberof fun
tions whi
h 
an be used to initialize and 
on�gure the UART, read a
ertain number of bytes from the UART and send a number of bytes to it.The driver was implemented as a separate pro
ess in the virtual OS. Whenan appli
ation pro
ess wants to send or re
eive data, it noti�es the UARTpro
ess about this. The UART pro
ess pro
esses the request and noti�es the
alling appli
ation when the request is �nished.To ensure data integrity, it is essential that the in
oming UART data isbu�ered. In this proje
t the UARTs was used to ex
hange PPP data. Be
auseIP and therefore PPP is pa
ket based, data arrives in bursts of one or morepa
kets. A 
omplete pa
ket must arrive before it 
an be pro
essed. Themaximum pa
ket size used is approximately 1700 bytes. The re
eive bu�erwas implemented as a 2000 byte 
ir
ular bu�er. The driver 
ontinuously readsin
oming data and writes it to the bu�er. If no appli
ation has read any datafrom the UART driver and the bu�er is full, an over
ow o

urs. In
omingdata is then dis
arded until there is enough room in the bu�er to �t thein
oming data.The UART driver implements hardware 
ow 
ontrol using the RS232CTS/RTS lines. When the in
oming bu�er starts to �ll up, data 
ow o� issignalled to the sender whi
h stops the transmission until the bu�er data is
onsumed. Similarly, the driver pauses sending data if the other end signals
ow o�.
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ated UART hardware in the mi
ro
ontroller is used to speed updata transmissions. The UART hardware 
onsists of a 16-byte transmissionFIFO (First In First Out) and a 16-byte re
eive FIFO. The status of the FIFOsis signalled using hardware interrupts. The UART hardware is 
on�gured tosend/re
eive data to/from these FIFOs at the desired serial line speed.Unfortunately the 16-byte FIFOs somewhat limits the eÆ
ien
y of theUART driver implementation. When re
eiving data at high speed, a lot ofinterrupts are generated. Ea
h interrupt needs pre-emption, generating a lotof 
ode overhead. Also the 
ode for transmitting small 
hunks of data isineÆ
ient be
ause it is impossible to read out FIFO �ll rate.The UART driver is tested at a speed of 115200 kbit/s and works prettywell at this speed even tough one byte sometimes is lost when re
eiving reallylarge 
hunks of data. This should not be a problem in this proje
t.4.4.3 PPP implementationThe PPP implementation is a modi�ed version of an implementation for Nin-tendo GameBoy Advan
ed made by Adrian O'Grady [49℄. It supports thePPP proto
ols LCP (Link Control Proto
ol), CCP (Compression ControlProto
ol), IPCP (Internet Proto
ol Control Proto
ol) and en
apsulated IP.No authenti
ation is supported, though it would not be hard to implementsupport for PAP (Password Authenti
ation Proto
ol) or CHAP (Challenge-Handshake Authenti
ation Proto
ol). During the development, the lab in-stru
tions for the Computer Communi
ation 
ourse at the Department ofCommuni
ation Systems at LTH [50℄ and the book TCP/IP Illustrated, Vol-ume 1 [51℄ were of great help.A separate operating system pro
ess takes 
are of the PPP 
ommuni
a-tion. Be
ause of the 
lose interrogation between PPP data and the IP sta
k,the sta
k is also a part of this pro
ess.The implementation was developed and tested against the Linux PPPimplementation. Some modi�
ations are probably ne
essary to get it to workwith other PPP implementations.The 
onne
tion establishing is driven by the remote peer (in this 
asethe Linux ma
hine). It initiates the 
onne
tion by sending the appropriateLCP pa
kets to the PPP pro
ess, whi
h de
odes the pa
kets and generatesa response. Be
ause of the limited support for 
ompression and other fan
yPPP features, a few pa
kets are ex
hanged during the 
onne
tion parameternegotiation. When the PPP link is up, the remote peer initiate the negotiationfor the IP proto
ol. During this phase, the PPP pro
ess re
eives the IP addressto be used with the IP sta
k.When this is done, the PPP link is set up and it is possible to ex
hange IPdata over it. In
oming IP data pa
kets are de
oded and are fed dire
tly to the
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k. The de
oding involves identifying the pa
ket length and removingof the es
ape 
hara
ters and the PPP pa
ket header. Outgoing data from theIP sta
k is en
oded in the reversed manner.One thing worth mentioning about the PPP implementation is how ituses one of the two UARTs. During UART writes, i.e. when sending a PPPpa
ket, the PPP driver is put in a wait state until all the data is written.This is not a problem, be
ause in
oming PPP pa
kets are still bu�ered by theUART driver. Also, more data is sent than re
eived, due to the nature of theweb server. A HTTP request is small 
ompared to the web page sent as areply.There are a few known issues with the PPP implementation. It is some-what sensitive to in what order the initial PPP pa
kets are fed to it. It works�ne with the Linux PPP implementation though. Also, pa
ket fragmentationis not very thoroughly tested. This should not be a problem be
ause themaximum IP pa
ket size is limited to 1500 bytes by the IP sta
k, whi
h is thesame as the default maximum data payload size of a PPP pa
ket.4.4.4 SPI driver and WLAN interfa
eAs previously mentioned, WLAN support was not prioritized. Still, a fewthings 
an be mentioned about the design of the software interfa
e needed toget WLAN to work.A driver that enables 
ommuni
ation using the SPI interfa
e of the mi
ro-
ontroller is needed. The design of su
h driver 
an probably be similar to thatof the UART driver with the ex
eption of the large bu�er for in
oming data.This be
ause all transfers on the SPI bus are managed by the mi
ro
ontroller,a
ting as a master. No in
oming data arrives without the master asking forit. The WLAN module uses an external interrupt line to notify the mi
ro-
ontroller that it requires attention. The WLAN interfa
e must be written toutilize this external interrupt.The WLAN module �rmware needs to be downloaded to the module be-fore it 
an operate properly. The �rmware 
onsists of a binary �le that isstored in the program memory of the main mi
ro
ontroller. At startup, the�rmware is sent to the WLAN module over the SPI bus.4.4.5 ZigBee interfa
eDuring the hardware design, it was 
lear that the ZigBee hardware needed aseparate mi
ro
ontroller to run the ZigBee sta
k. This sta
k and the softwarerunning in the ZigBee mi
ro
ontroller is des
ribed in se
tion 4.4.8.
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Start Command data CRCLengthCommand

1 byte 1 byte2 bytes variable 1 byteFigure 4.4: Pa
ket format used in the 
ommuni
ation between themain mi
ro
ontroller and the ZigBee mi
ro
ontroller.The idea was to 
ome up with a simple serial proto
ol to use for 
ommu-ni
ation between the two mi
ro
ontrollers. Be
ause of the 
hoi
e to use theweb server approa
h for the bridging fun
tionality, the proto
ol only neededto support limited 
ommand sending and data ex
hange between the mi
ro-
ontrollers.When studying the do
umentation of the ZigBee sta
k it be
ame 
learthat a serial debug proto
ol already was implemented. The debugging proto-
ol [52℄ was supposed to be used to 
ontrol di�erent operations of the ZigBeesta
k from a PC during development. This debug proto
ol fully supports allne
essary ZigBee operations needed to implement the desired bridging fun
-tionality of the node. In this appli
ation the main mi
ro
ontroller repla
esthe PC otherwise used with the debug proto
ol.Commands are sent as pa
kets over a serial line at 38.4 kbits/s. No
ow 
ontrol is used, but that should not be a problem at this low speed.Furthermore, the proto
ol itself does not require mu
h data to be sent overthe line.Ea
h pa
ket 
onsists of a start byte, two 
ommand bytes, a byte indi
atingthe length of the pa
ket, the pa
ket data and a 
he
ksum byte. The pa
ketstru
ture is shown in �gure 4.4. The 
he
ksum is 
al
ulated as an XOR of allthe bytes in the pa
ket ex
ept the start byte.An example of the data ex
hange between the main mi
ro
ontroller andthe sta
k in the ZigBee 
ontroller is shown in �gure 4.5.The ZigBee interfa
e implemented 
onsists of a UART driver for the se-rial 
ommuni
ation and a state ma
hine sending and re
eiving all ne
essary
ommands to and from the ZigBee sta
k.Before initialization of the ZigBee interfa
e, the ZigBee mi
ro
ontrolleris reseted. The state ma
hine then waits for a reply from the ZigBee sta
kindi
ating that the reset was su

essful and that the sta
k is running properly.A number of 
ommands are then exe
uted to set up the sta
k.Then devi
e and servi
e dis
overy is performed. A list of available devi
esin the network is 
reated, holding information about devi
e addresses, thestate of the devi
es and what pro�les they support. The dis
overy is doneon
e at startup, and when requested by a user via the web interfa
e.
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Requested data

Main uC ZigBee uC

Request data from ZB device

Request sent to ZB device

Data request

ZigBee device

Requested data

Figure 4.5: Data ex
hange between the main mi
ro
ontroller and theZigBee mi
ro
ontroller.The devi
e and servi
e dis
overy is performed as des
ribed in the ZigBeestandard [10℄. Pseudo 
ode des
ribing the dis
overy is shown below:/* Get the IEEE address of the 
oordinator and the networkaddress of all the asso
iated devi
es */(ieeeAddr, �asso
) = IEEEAddressRequest(0x0000, 1)/* Add the addresses to the list of devi
es. The 
oordinatoris neither light load 
ontroller nor swit
h */devList.add(0x0000, ieeeAddr, NONE);/* Iterate through the devi
es asso
iated with the 
oordinator */forea
h (�asso
 as dev){ /* Only get the IEEE address of the devi
e */address = IEEEAddressRequest(dev, 0)/* Add the addresses to the list of devi
es */devList.add(dev, address, NONE);/* Does the devi
e have any endpoints using the Home Control,Lightning profile (ProfileID=0x0100)? */�eps = Mat
hDes
riptorRequest(dev, 0x0100);/* Iterate through the endpoints found */forea
h (�eps as ep){ /* Get a list of 
lusters asso
iated with the end point */(nbrIn, �in
, nbrOut, �out
) = SimpleDes
riptorRequest(dev, ep);/* If the endpoint has exa
tly one in 
luster with id == 0x13the endpoint is a Swit
hing Load Controller (a lamp) */if (nbrIn == 1 && �in
[0℄ == 0x13)
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luster with id == 0x013, the endpointis a Swit
h Remote Control (a button) */else if (nbrOut == 1 && �out
[0℄ == 0x13){ devList.add(dev, SRC);}}} Every ten se
onds all dis
overed devi
es are 
onta
ted to verify thatthey still are available. If a devi
e does not respond, this is noted inthe devi
e list.From the web interfa
e, it is possible to set and get the status KVPvalue from a ZigBee devi
e that supports the HCL pro�le. To do so,the web server 
alls the set or get ZigBee interfa
e fun
tion, whi
h inturn sends the appropriate 
ontrol pa
ket to the ZigBee sta
k. The onlytwo operations implemented is reading the status value from lamps andbuttons, and writing a value to a lamp. When a read is requested, thereturned value from the ZigBee devi
e is saved in the devi
e list.4.4.6 IP sta
kThere a several free open sour
e IP sta
ks available, su
h as the onesshipped with FreeBSD [53℄ and OpenBSD [54℄ and the lwIP [55℄, re-quiring more or less hardware resour
es. The uIP [56℄ sta
k written byAdam Dunkels at SICS (Swedish Institute of Computer S
ien
e) is anextremely slimmed down IP sta
k requiring less than hundred bytes ofRAM ex
luding bu�ers, and runs on 8-bit CPUs. Even though thereare hardware resour
es to run a less slimmed down sta
k, the authorhave previous experien
e with uIP and therefore it was 
hosen for thisproje
t.The uIP version 0.9 was used in this proje
t. The only modi�
ationsmade to the sta
k was that the bu�er used when sending data is sharedbetween the PPP driver and uIP. This minimizes the amount of data
opied between di�erent bu�ers and also lowers the amount of RAMneeded for bu�ers.
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ause the sta
k is fully event driven, it does not need to be runas a separately OS pro
ess, but 
an be 
alled only when there is newin
oming data. De
oded in
oming IP data is sent to uIP that pro
essesthe data and eventually generates reply data. This data is en
apsulatedby the PPP driver and sent ba
k over the PPP link. Depending on whatkind of proto
ol an in
oming IP pa
ket 
ontains, the pa
ket is handledin di�erent ways.In
oming ICMP (Internet Control Message Proto
ol) data pa
ketsare pro
essed dire
tly by the uIP sta
k whi
h is 
apable of generatingICMP e
ho replies.If an in
oming IP pa
ket 
ontains TCP data addressed to a TCPport number that has an appli
ation asso
iated to it, the data is sent tothat appli
ation. In our 
ase, the web server appli
ation is asso
iatedwith TCP port 80. The in
oming HTTP requests are pro
essed andreplys are generated a

ording to the HTTP proto
ol standards [57℄.To handle 
ertain time dependent fun
tions of the IP sta
k, su
has refreshing 
a
hes, a timer in the PPP pro
ess is used to 
all theappropriate fun
tions of the IP sta
k every half se
ond.4.4.7 Web serverThe web server appli
ation used is a slightly modi�ed version of theweb server demo appli
ation distributed with uIP. It supports a rudi-mentary stati
 �le system and simple CGI fun
tionality to generatedynami
 web 
ontent. The following modi�
ations have been done tothe web server:� Ne
essary stati
 HTML (HyperText Markup Language) �les wereadded to the �lesystem.� A few CGI fun
tions were added to generate dynami
 web page
ontent for listing ZigBee devi
es and to read and write values tospe
i�
 devi
es.� The CGI support in uIP was extended to support passing of datavariables from a web browser using the �le request string, alsoknown as the GET method [57℄.
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ustom web pages to a
lient a

essing the node using a web browser. The 
ontent on someof the pages are dynami
ally generated. The ZigBee devi
es a

essiblefrom the node, together with their type and status are listed. It ispossible to set and get values from the devi
es supporting the HCLZigBee pro�le, see also se
tion 2.2 and [11℄.The integration between the web server and the ZigBee interfa
e isfar from perfe
t. The devi
e list in the ZigBee interfa
e pro
ess is usedto ex
hange data between the two pro
esses. Be
ause these are twoseparately running pro
esses that shares the same data, 
ollisions 
ano

ur when a

essing the data. The web server only reads data fromthe devi
e list, thus limiting the problem to reading wrong values whenthese are updated. If this happens, it is a matter of reloading the webpage to get the right values. This 
on
urren
y problem 
an be solvedin several ways, but no time was spent on it.4.4.8 ZigBee mi
ro
ontroller softwareThe intention was to spend as little time as possible on implementingthe software for the ZigBee mi
ro
ontroller. This a
tually proved to beeasy.Several appli
ation examples are bundled with the Z-Sta
k, in
lud-ing fully fun
tional implementations of the SRC (Swit
h Remote Con-trol and SLC (Swit
hing Load Controller) ZigBee devi
es. This 
om-bined with the debug interfa
ed des
ribed in se
tion 4.4.5 a
tually pro-vides all the ne
essary fun
tions needed to 
omplete the demonstrationappli
ation for the node.Both the SRC and SLC appli
ation 
an be 
on�gured to be built asan end devi
e, router or 
oordinator. The SRC appli
ation example,
on�gured as a 
oordinator was used in the ZigBee mi
ro
ontrollerwithout any modi�
ations. Be
ause there is no need for the node toimplement any ZigBee pro�le fun
tionality, it was possible to totallystrip the SRC fun
tionality from the appli
ation example.The SRC and SLC appli
ation examples were 
on�gured to useno en
ryption and simple devi
e binding with indire
t addressing. Byusing indire
t devi
e addressing [10℄, the ZigBee interfa
e in the node
an be kept simple. Simple binding and indire
t addressing 
an be
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ribed in the following way.When a ZigBee devi
e wants to send a message to another devi
e,the message is sent to the network 
oordinator devi
e. The 
oordinatoris then responsible for passing the message to the destination devi
e.To know what devi
e the message should be passed to, the 
oordinatorkeeps a binding table. In this table, the network address and endpointsto bind are saved in pairs. All messages originating from a 
ertainendpoint at a devi
e with a 
ertain address are 
he
ked against thebinding table, and passed to the address and endpoint of the otherdevi
e in the pair.The binding table is updating by setting the two ZigBee devi
esthat are to be bound, in binding mode. By doing so, the two devi
esnoti�es the 
oordinator to update its binding table.The 
ontrary to indire
t addressing is dire
t addressing. Whendire
t addressing is used, a devi
e whi
h wishes to send a message toanother devi
e, sends the message dire
tly to the destination devi
e.This requires the sending devi
e to know the network address of thedestination address, whi
h is not always the 
ase for RFDs.
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Chapter 5Results and dis
ussion
In this 
hapter, the results of the proje
t is presented and future im-provements dis
ussed.5.1 ResultsMost of this proje
t has been performed during the summer holidayperiod, thus a few things have been delayed. One of the goals was tomanufa
ture a working prototype of the designed hardware. Unfor-tunately, the start of the manufa
turing of the prototype was one ofthe things delayed. The �nal prototype was �nished the day beforethe presentation. After the presentation, the board has been tested toverify the fun
tionality.The result of the proje
t is a working hardware prototype of thebridging node, partly running software implemented as part of theproje
t. The node 
an be equipped with either a WLAN or a Bluetoothmodule. Be
ause of the time limit of the proje
t, and the fa
t that theWLAN module is not available yet, no software has been written totest WLAN 
ommuni
ation.The physi
al size of the node is 67x51 mm and the height is approx-imately 18 mm. It is possible to mount the PCB in a plasti
 housingwith the dimensions 96x60x36 mm. This is a bit larger than the wantedsize of a mat
h box. The PCB 
ould have been made smaller if someof the debugging and expansion pin header 
onne
tors were removed.Only limited measurements of the power 
onsumption of the proto-type has been performed. During the measurements the supply voltage39
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ussionwere 5.8 VDC. The average power 
onsumption with the Bluetoothmodule mounted was 107-113 mA. During radio transmissions the 
on-sumption went up but no a

urate peak value were measured. Be
ausethe design uses a linear voltage regulator, the ex
essive voltage is turnedinto heat. If the input voltage is lowered, less heat is generated. If thenode is powered by four AA batteries, this would result in a batterylifetime in the range of ten hours. This is lower than the wanted bat-tery lifetime, but still a

eptable. The lifetime heavily depends on whattasks the node is performing. If the mi
ro
ontrollers in the node 
anbe put into sleep mode, mu
h better lifetime 
an be expe
ted.The node has thirteen digital I/O pins. Of these, four pins 
anbe 
on�gured as analog inputs and one as analog output. Two of thedigital I/O pins 
an also be 
on�gured to generate external interrupts,and two as an I2C (Inter-Integrated Cir
uit) bus.It is possible to 
onne
t the real-time 
lo
k in the main mi
ro
on-troller to separate power sour
e su
h as a ba
kup battery. By doingso, it is possible to keep tra
k of time even if the node looses its mainpower.The main mi
ro
ontroller runs the FreeRTOS real-time operatingsystem. On the OS, the demonstration appli
ation is run. The appli
a-tion is used to demonstrate bridging of data between di�erent wireless
ommuni
ation te
hnologies, in this 
ase Bluetooth and ZigBee.The bridging is done by using the Bluetooth as a serial link runningIP over PPP. The node a
ts as a web server that is 
onne
table via thePPP link. The node gathers information about available ZigBee devi
esand presents the information on dynami
ally generated web pages. A
lient 
onne
ting to the web server using a web browser 
an request
ertain data values to be sent to or fet
hed from a ZigBee devi
e.The Bluetooth support is somewhat limited when seen from RUNESperspe
tive. As of now it only a
ts as a serial 
able repla
ement. Tobe useful in the RUNES proje
t, the lower layers of the Bluetoothproto
ols must be a

essible.The ZigBee devi
es used in the demonstration a
t as lamps andlamp swit
hes that 
an be 
ontrolled wirelessly.No work has been done to spe
ify and implement software interfa
esto interfa
e the expansion ports and the 
ommuni
ation hardware ofthe node.
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ussion 41As the node is still in the stage of a prototype, it is hard to tellanything about the �nal 
ost. A good guess is that the required 
ostof 30 Euros (ex
luding Bluetooth and WLAN modules) 
an be rea
hedif the manufa
ture volume is high enough.5.2 Dis
ussion5.2.1 ImprovementsSeveral improvements of the design of the node are possible. The onlyreason for these not being implemented during the proje
t is the la
kof time. Possible improvements are listed below.� The UART driver 
ould be more optimized. As of now, it is splitin two parts where one part implements the software interfa
espe
i�ed by the virtual OS, and the other part interfa
es thea
tual hardware. By 
ombining these two, the driver would beless 
omplex and more resour
e eÆ
ient.� The ZigBee interfa
e 
ould be modi�ed for better 
exibility. Oneway to do this is to modify the serial proto
ol used between themain mi
ro
ontroller and the ZigBee mi
ro
ontroller. Also, theUART speed 
ould be raised if higher throughput is ne
essary.� Support for the WLAN module 
ould be added. This is a matterof implementing SPI 
ommuni
ation and modifying the WLANdriver provided with the WLAN 
hipset.� Spe
ify and implement generi
 software interfa
es to utilize the
ommuni
ation hardware. This interfa
e 
ould provide fun
tionsto perform devi
e sear
hes, managing devi
es and sending andre
eiving data.� Modify the ZigBee interfa
e to manage binding. By doing so, itwould be possible to manage a large network of ZigBee devi
es.Also, by enabling the se
urity servi
e fun
tionality of the ZigBeesta
k, it is possible to tighten the se
urity of the ZigBee network.



42 Results and dis
ussion� Improve the Bluetooth support. The serial 
able repla
ementpro�le 
ould be 
hanged to a more appropriate pro�le, su
h as thePAN pro�le. By doing so, IP data 
ould be ex
hanged dire
tlyover the Bluetooth link. Unfortunately, the Bluetooth moduleused does not dire
tly support these more 
omplex pro�les. Ei-ther the 
urrent module is re
on�gured to run the Bluetooth sta
kin the main mi
ro
ontroller, or the module is ex
hanged to a morefeature ri
h one. If the Bluetooth sta
k is run in the main mi
ro-
ontroller, limited hardware resour
es may be an issue.� Authenti
ation 
ould be added to the PPP driver. By supportingauthenti
ation, it would not be hard to modify it to 
ommuni
atewith a wider range of di�erent remote PPP peers, su
h as the onesused in dialed-up 
onne
tions. The node 
ould then be used to setup a Bluetooth serial link to a GSM 
ell phone, use the modemin the phone to 
all an ISP (Internet Servi
e Provider) and get adire
t 
onne
tion to the Internet.� Modify the ZigBee mi
ro
ontroller software to enable raw IEEE802.15.4 
ommuni
ation. This would be a matter of removing theZ-sta
k and writing software 
apable of bridging data between theZigBee 
hipset and the UART that 
onne
ts the ZigBee mi
ro-
ontroller to the main mi
ro
ontroller.� Better ZigBee radio 
hipsets are now available from both Chip
onand Ember. The new 
hipsets feature a built in mi
ro
ontroller,thus making the ZigBee mi
ro
ontroller used in the proje
t un-ne
essary. Still the ZigBee sta
k 
an not be run in the mainmi
ro
ontroller. Ideally, a ZigBee sta
k would be ported to theARM7 ar
hite
ture.5.2.2 FutureIt is hard to spe
ulate in the future use of the node. The main pur-pose of the node, is to work as a development platform in the RUNESresear
h. The prototype developed ful�lls the hardware requirementsstated in the RUNES spe
i�
ation. If the appropriate software inter-fa
es to utilize the 
ommuni
ation hardware is implemented, the nodewould be even more useful.



Results and dis
ussion 43The ZigBee part of the proje
t opens up a lot of possibilities. Asof now, very few 
ommer
ially available produ
ts uses ZigBee. Also,the exa
t future of ZigBee is unknown. Competing te
hnologies areUWB (Ultra WideBand) for the radio part and IPv6 (Internet Proto
olversion 6) over IEEE 802.15.4. One of the reasons to potential su

essof ZigBee is that it is an open standard with a great number of large
ompanies supporting it.
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AppendixAAbbreviations and terminology
A.1 AbbreviationsAPI Appli
ation Programming Interfa
eARM A
orn RISC Ma
hineCAD Computer Aided DesignCAN Controller Area NetworkCCP Compression Control Proto
olCGI Common Gateway Interfa
eCHAP Challenge-Handshake Authenti
ation Proto
olCPU Central Pro
essing UnitDMA Dire
t Memory A

essEDR Enhan
ed Data RateFFD Full Fun
tion Devi
eFIFO First In First OutGNU GNU is Not UnixHTML HyperText Markup LanguageHTTP HyperText Transfer Proto
olI2C Inter-Integrated Cir
uitICMP Internet Control Message Proto
olIDE Integrated Development EnvironmentIEEE Institute of Ele
tri
al and Ele
troni
s EngineersIP Internet Proto
ol{ list 
ontinued on next page {
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52 Abbreviations and terminology{ list 
ontinued from previous page {IPCP Internet Proto
ol Control Proto
olIPv6 Internet Proto
ol version 6ISP Internet Servi
e ProviderJTAG Joint Test A
tion GroupKVP Key Value PairLAN Lo
al Area NetworkLCP Link Control Proto
olLED Light-Emitting DiodeMAC Media A

ess ControlOS Operating SystemOSI model Open Systems Inter
onne
tion Referen
e ModelPAN Personal Area NetworkPAP Password Authenti
ation Proto
olPCB Printed Cir
uit BoardPDA Personal Digital AssistantPLL Phase-Lo
ked LoopPPP Point to Point Proto
olRAM Random A

ess MemoryRFD Redu
ed Fun
tion Devi
eRGB Red Green BlueRISC Redu
ed Instru
tion Set ComputingRTOS Real Time Operating SystemSICS Swedish Institute of Computer S
ien
eSLC Swit
hing Load ControllerSPI Serial Peripherals Interfa
eSRC Swit
h Remote ControlTCP/IP Transport Control Proto
ol/Internet Proto
olUART Universal Asyn
hronous Re
eiver TransmitterUSB Universal Serial BusUWB Ultra WideBandWEP Wired Equivalent Priva
yWi-Fi Wireless Fidelity{ list 
ontinued on next page {



Abbreviations and terminology 53{ list 
ontinued from previous page {WLAN Wireless Lo
al Area NetworkWPA2 Wi-Fi Prote
ted A

essA.2 TerminologyBelow a few 
on
epts and abbreviations used in this report are ex-plained.FIFO First In First Out Can be seen as a queue holding data el-ements. Data elements 
an be added and removed. Elementsadded �rst is always removed �rst.Hardware 
ow 
ontrol A way to 
ontrol the data 
ow over a se-rial 
ommuni
ation 
hannel. The re
eiving part 
an, using extrasignalling pins, pause the transmission from the sender when there
eive bu�er in the re
eiver starts to �ll up.I2C Inter-Integrated Cir
uit A simple two-wire serial bus often usedto 
onne
t di�erent low-speed peripherals to a mi
ro
ontroller.IP Internet Proto
ol The most 
ommonly used proto
ol in 
omputernetworks. Provides addressing fun
tionality, making it possibleto eÆ
iently route data pa
kets in large networks. Can be usedon di�erent hardware links, su
h as Ethernet.IP sta
k A set of software 
omponents that implements the IP 
om-muni
ation proto
ol and usually also the TCP proto
ol. Thesta
k is used to send and re
eive data a

ording to the IP proto-
ol.Mi
ro
ontroller A mi
ro
ontroller is a 
omplete 
omputer in one
hip. It 
onsists of a CPU, RAM, program memory and di�erentI/O interfa
es integrated in one 
hip. A mi
ro
ontroller onlyneeds a few or none external 
omponents to work [16℄.PPP Point to Point Proto
ol A proto
ol used to set up a 
ommu-ni
ation 
hannel between two peers over a serial line. Di�erent
ommuni
ation parameters 
an be negotiated. The 
hannel 
an



54 Abbreviations and terminologythen be used to ex
hange data using a variety of other proto
ols,su
h as IP. PPP supports several authenti
ation proto
ols, su
has PAP and CHAP.RTOS Real Time Operating System An operating system spe
i�
allydesigned to eÆ
iently s
hedule appli
ation exe
ution to meet thetiming requirements of the appli
ation.SPI Serial Peripherals Interfa
e A serial master-slave proto
ol/inter-fa
e mainly used for 
ommuni
ation between a mi
ropro
essorand a peripheral.TCP/IP Transport Control Proto
ol/Internet Proto
ol A proto
olused in 
ombination with the IP proto
ol. TCP pa
kets are en-
apsulated in IP pa
kets. Provides fun
tionality to ensure dataintegrity, resend lost pa
kets and addressing of data to di�erentappli
ation on the same IP host. Usually appli
ation spe
i�
proto
ols are en
apsulated in TCP/IP pa
kets.UART Universal Asyn
hronous Re
eiver Transmitter A hardwaredevi
e that translates between parallel and serial bits of data [14℄.



AppendixBTables
B.1 CPU 
omparison tableThe Power save �eld des
ribes the power save modes available on themi
ro
ontroller. The value given in the Power 
onsumption �eld de-pends heavily on the frequen
y and power save mode used.Due to page size restri
tions, the CPU 
omparison table follows onthe next page.
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Tables

Model LPC2136 LPC2106 MSP430F1611 AT91SAM7S256Ar
hite
ture ARM7 (32-bit) ARM7 (32-bit) 16-bit ARM7 (32-bit)Program memory 256 kB 128 kB 48 kB 256 kBRAM 32 kB 64 kB 10 kB 64 kBMax frequen
y 60 MHz 60 MHz 8 MHz 55 MHzSPI / speed 2 / m
lk/8 1 / m
lk/8 2 / /m
lk/2 2 / m
lk/2UARTs 2 2 2 (shared SPI) 2GPIO 47 32 48 32ADCs 16x10-bit None 8x12-bit 8x10-bitDACs 1x10-bit None 2x12-bit NoneTimers 2x32-bit 2x32-bit 2x16-bit 3x16-bitOther peripherals RTC RTC None USB, DMASupply voltage 3.3 V 3.3 V and 1.8 V 1.8-3.6 V 3.3 VPower save AC, ID, PD AC, ID, PD Several modes Several modesGCC Yes Yes Yes YesPower 
onsumption 2.5-40 mA 2.5-40 mA 0.5-4 mA 5-35 mA
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Model AT91SAM7A3 ADuC7020 STR711FR2T6 MCF5212Ar
hite
ture ARM7 (32-bit) ARM7 (32-bit) ARM7 (32-bit) ColdFire V2 (32-bit)Program memory 256 kB 62 kB 256 kB + 16 kB 256 kBRAM 32 kB 8 kB 64 kB 32 kBMax frequen
y 60 MHz 45 MHz 50 MHz 80 MHzSPI / speed 2 / m
lk/2 1 / m
lk/8 2 / m
lk/6 1UARTs 4 1 4 (1 shared SPI) 3GPIO 62 14 30 56ADCs 16x10-bit 5x10-bit 4x12-bit 8x12-bitDACs None 4x10-bit None NoneTimers 9 2x16-bit, 2x32-bit 5x16-bit 2x16-bit, 4x32-bitOther peripherals USB, CAN Analog intefa
es RTC, USB DMASupply voltage 3.3 V 3.3 V 3.3 V 3.3 VPower save Several modes Unknown AC, ID, PD Several modesGCC Yes Yes Yes YesPower 
onsumption <100 mA <40 mA 3-55 mA 2-65 mA
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AppendixCHardware details
C.1 S
hemati
sDue to page size restri
tions, the s
hemati
s follows on the next page.

59



60 Hardware details



Hardware details 61



62 Hardware details



Hardware details 63



64 Hardware detailsC.2 PCB layoutThe PCB layouts shown on the following pages are in a
tual size.
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Figure C.1: Component pla
ement, PCB top side. Figure C.2: Component pla
ement, PCB bottomside.
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Hardwaredeta

ils
Figure C.3: PCB layout, layer 1 (top side). Figure C.4: PCB layout, layer 2.



Hardwaredetails
67Figure C.5: PCB layout, layer 3. Figure C.6: PCB layout, layer 4 (bottom side).



68 Hardware detailsC.3 Bill of materialsRUNES s
hemati
 Revised: Tuesday, September 13, 2005
BProje
t-0508-05 Revision: P3Bill Of Materials September 13,2005 8:45:30 Page1Item Quantity Referen
e Part PCB Footprint______________________________________________1 1 A1 RUFA rufa_12.8x3.9mm2 3 C1 10u 1206C30 10u 1206C31 10u 12063 10 C2 100n 0603C3 100n 0603C4 100n 0603C5 100n 0603C13 100n 0603C14 100n 0603C17 100n 0603C18 100n 0603C19 100n 0603C21 100n 06034 8 C6 8p2 0603C7 8p2 0603C8 8p2 0603C9 8p2 0603C15 8p2 0603C16 8p2 0603C32 8p2 0603C33 8p2 06035 1 C10 2u2, 6V3 06036 1 C11 10u, 16V 12067 1 C12 33n 06038 4 C20 68p 0603C23 68p 0603C24 68p 0603C25 68p 06039 1 C22 10n 060310 2 C26 0p5 0402C29 0p5 040211 2 C27 5p6 0402C28 5p6 040212 2 F1 SMD075 smd030F2 SMD075 smd03013 1 J1 Expansion pinheader_p2.00_2x1014 1 J2 Prgm. LPC2138 pinheader_p2.00_2x315 1 J3 Power 
onne
tor pinheader_p2.00_2x2



Hardware details 6916 1 J4 JTAG pinheader_p2.54_2x1017 1 J5 FSI-1203 
onn-samte
-fsi-4018 1 J6 SPI AVR pinheader_p2.54_2x319 1 LD1 LED RGB led-osram-latbt68620 1 LD2 RXD/Red 060321 1 LD3 TXD/Green 060322 2 L1 7n5 0402L3 7n5 040223 1 L2 5n6 040224 3 L4 ? 0402L5 ? 0402L6 ? 040225 4 Q1 BC847BS sot363-6Q2 BC847BS sot363-6Q3 BC847BS sot363-6Q4 BC847BS sot363-626 14 R1 22k 0603R2 22k 0603R3 22k 0603R4 22k 0603R6 22k 0603R7 22k 0603R14 22k 0603R15 22k 0603R17 22k 0603R18 22k 0603R19 22k 0603R21 22k 0603R24 22k 0603R27 22k 060327 2 R5 10k 0603R10 10k 060328 2 R8 0 0603R9 0 060329 1 R11 150k 060330 1 R12 100k 060331 2 R13 120 0603R20 120 060332 1 R16 100 060333 2 R22 330 0603R23 330 060334 1 R25 43k 060335 1 R26 0 060336 1 S1 Reset swit
h_5.3x5.1mm37 1 U1 74LVC00 so1438 1 U2 LPC2138 lqfp064-p05_10.0mm39 1 U3 LP3982 llp8_p05_3x2.5mm40 1 U4 ATmega128L mlf64-p0.5_9.0x9.0mm41 1 U5 CC2420 qlp048-p05_7.0mm42 1 V1 SM6T6V8A sod6



70 Hardware details43 1 X1 32.768kHz f
-135_3.2x1.5mm44 1 X2 14.7456MHz xtal_fa24845 1 X3 8.0MHz xtal_7.0x5.0mm46 1 X4 16.0MHz xtal_fa248


